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Introduction & Motivation
• Increased use of smart-home IoT 

devices to stalk, harass, and 
intimidate as a component of 
technology-facilitated abuse.

• Recent criminal actions of ADT 
employee demonstrate the lack of 
transparency and awareness in IoT 
devices we bring into our homes.

• We are rapidly adopting IoT devices 
without the same level of scrutiny on 
best practices for security & privacy.



Problem Statement

Examine the security & privacy mechanisms 
that enable attackers to persist on IoT devices, 
surveilling device sensors and/or presenting a 
false state of the device, sensors, or history. 



Background: Naïve IoT Communication



Attack Methodology
Manipulating traffic TO the cloud Manipulating traffic FROM the cloud 



Attack Implementation



Attack Implementation

• Install a spoofed certificate on victim 
device that enables proxying traffic. 

• Leveraged popular open source 
MiTMProxy Framework to construct 
scripts to perform specific attack 
functionality for a specific device. 

• Technically sophisticated attacker 
that is capable of installing or 
pushing a spoofed certificate to the 
victim’s companion mobile device. 

• May be a domestic partner as a 
component of IPV or a malicious 
employer that wishes to exploit 
work-from-home opportunities to spy 
on employees. 

THREAT MODEL ATTACK MODEL



Experiment Device Specific Attacks
August Lock: hide/manipulate shared users
UltraLoq Lock: hide/manipulate shared users
Sifely Lock: hide/manipulate admin users
Simplisafe Alarm: manipulate/clear alarm log files
Smartthings: manipulate/clear log files
Lockly: manipulate/clear log log files
Amazon Echo: intercept messages responses
Blink Camera: intercept cloud account credentials
NightOwl Doorbell: intercept local account credentials 
Google Home Camera: spoof camera images
Nest Camera: spoof camera images
Wyze Camera: spoof wyze camera images
Roku TV: spoof roku tv show images
Hue Lights: leak internal IP address
Schlage Lock: force lock to unlock
Momentum Camera: spoof camera images 



Experiment Results



Results: Hiding Users



Results: Manipulating Logs



Results: Manipulating Images



Results: Intercepting Firmware



Evaluation Findings
• Finding 1: IoT Apps rely on naïve and insecure protocols

• Finding 2: IoT Apps lack message integrity

• Finding 3: IoT Apps rely on unsecured content distribution 
networks (CDNs) 



Questions?
https://research.fit.edu/iot


