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https://github.com/icsdataset/hai

https://github.com/icsdataset/hai
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P1. Boiler P2. Turbine
P3. Water Treatment

P4. HIL Simulator

FI Qfgl* cr _j* ²Gknjckclr_rgml md Npmep_kk_`jc ANQ Rcqr`cb dmp ?lmk_jw Bcrcargml*³ AQCR>SQCLGV Qcaspgrw* 0./7,

Å To increase the correlation between signals , not to get  precise simulation results

Å Three ICS testbeds were interconnected via a HIL simulator that simulates complex power gen. system.
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Å Check whether the controller is stabilized

Å Command a new SetPoint within operational range



6 / 17

(Level 2)
Supervisory

Control

Hard wiredVendor-specific bus

EWS

OWS OPC Server

Historian EWS

OWS

Historian

EWS

HIL Simulation

(Level 1)
Process 
Control

(Level 0)
Field

Devices
/IOs

DCS
(Emerson Ovation)

DCS
(GE Mark VIe)

Remote I/O RackRemote I/O Rack

PLC
(Siemens S7-300)

Water -Treatment
Process

PLC
(Siemens S7-1500)

OPC GW

Unmanned Operator

OPC Server

Trender

Emerson GE FESTO

Boiler 
Process

Turbine 
Process

ICS Attack Tool

Ethernet TCP/IP

SCADADB NTP

Manual

Network S tructure of HAI Testbed

Å Changing the internal values by modifying the 

parameters of Function Block ( FB)
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Å timestamp, process values, and four attack labels  
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11 days (471MB)

10

5 days (205MB)

50 (25/25)

O

O (TRIP)

Number of process :

Points/sec :

7 (TRIP)  

78

ÅGitHub - https:// github.com/icsdataset/hai

Survey  8 Q, Afmg* cr,_j,* ²? Amkn_pgqml md GAQ B_r_qcrq dmp Qcaspgrw Pcqc_paf @_qcb ml ?rr_ai N_rfq*³ APGRGQ* 0./6,
HAI testbed 8 F, Qfgl* U, Jcc* H, Wsl* Q, Igk* ²Gknjckclr_rgml md Npmep_kk_`jc ANQ Rcqr`cb dmp ?lmk_jw Bcrcargml*³ AQCR>SQCLGV Qcaspgrw*201 9.
F?G 0.,.5 8 F, Qfgl* U, Jcc* H, Wsl* F, Igk* ²F?G /,.8 FGJ-`_qcb ?sekclrcb GAQ Qcaspgrw B_r_qcr*³ AQCR>SQCLGV Qcaspgrw* 0.0.,
F?G 0/,.1 8 F, Qfgl* U, Jcc* H, Wsl* @, Kgl* ²Rum GAQ Qcaspgrw B_r_qcrq _lb ?lmk_jw Bcrcargml Amlrcqr ml rfc FGJ-based Augmenrcb GAQ Rcqr`cb*³ AQCR* 0.0/
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