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https://github.com/icsdataset/hai

https://github.com/icsdataset/hai
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P1. Boiler P2. Turbine
P3. Water Treatment

P4. HIL Simulator

HK Shin, et al, “Implementation of Programmable CPS Testbed for Anomaly Detection,” CSET@USENIX Security, 2019.

• To increase the correlation between signals, not to get  precise simulation results

• Three ICS testbeds were interconnected via a HIL simulator that simulates complex power gen. system.
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• Check whether the controller is stabilized

• Command a new SetPoint within operational range
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• Changing the internal values by modifying the 

parameters of Function Block (FB)
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• timestamp, process values, and four attack labels  
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• GitHub - https://github.com/icsdataset/hai

Survey  : S. Choi, et.al., “A Comparison of ICS Datasets for Security Research Based on Attack Paths,” CRITIS, 2018.
HAI testbed : H. Shin, W. Lee, J. Yun, S. Kim, “Implementation of Programmable CPS Testbed for Anomaly Detection,” CSET@USENIX Security, 2019.
HAI 20.07    : H. Shin, W. Lee, J. Yun, H. Kim, “HAI 1.0: HIL-based Augmented ICS Security Dataset,” CSET@USENIX Security, 2020.
HAI 21.03    : H. Shin, W. Lee, J. Yun, B. Min, “Two ICS Security Datasets and Anomaly Detection Contest on the HIL-based Augmented ICS Testbed,” CSET, 2021
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HAICon 2020

Online Anomaly Detection Competition 
with HAI 21.03 Dataset

August 17 ~ September 29, 2020 

$16,000 Prize

http://dacon.io
Note that foreign participants must team up with at least one Korean
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• HAI 20.07 : Warm-up

• HAI 21.03 : Competition

Datasets

• Which anomaly detector is effective

in time-series?

Performance Metric

• Data preprocessing

• RNN-based anomaly detection

Baseline code

Amount of data

A
cc

u
ra

cy

Deep Learning

Traditional 
Machine Learning
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Baseline model

• Min-Max normalization

• Exponential Weight Avg.

• Model : Stacked RNN

• Loss function : MSE

• Optimizer : AdamW

• Skip connection

• Static threshold

(MSE)

Preprocessing Training Anomaly DetectionData

• HAI 20.07

• HAI 21.03

7 teams of TOP 10 used this baseline model

https://dacon.io/competitions/official/235624/codeshare/1570?page=1&dtype=recent
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• Method 2 gets higher precision/recall scores than Method 1:

 Method1 detects 6 seconds abnormal instances with 3 seconds false alarms.

 Method 2 detects 10 seconds abnormal instances w/o any false alarm.

• But, Method 1 is more effective at signaling anomalies (a1, a2, and a3) than Method 2.
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1) Won-seok Hwang, Jeong-Han Yun, Jonguk Kim, and Hyoung Chun Kim, “Enhanced Time-Series Aware Precision and Recall for Anomaly Detection”, 
HAICon 2020 python package - https://dacon.io/competitions/official/235624/data (still updating)

2) Won-seok Hwang, Jeong-Han Yun, Jonguk Kim, and Hyoung Chun Kim, “Time-Series Aware Precision and Recall for Anomaly Detection”, CIKM 2019,
source code - https://github.com/saurf4ng/TaPR

3) Nesime Tatbul et al., “Precision and Recall for Time Series,” Advances in Neural Information Processing Systems,  2018

1) 2) 3)

1st AD#4 (0.73) AD#3 (0.72) AD#3 (0.57)

AD#3 (0.39) AD#4 (0.60) AD#4 (0.45)

AD#2 (0.28) AD#2 (0.11) AD#2 (0.11)

AD#1 (0.17) AD#1 (0.09) AD#1 (0.08)

AD#4 is the most effective
eTaPR only picks AD#4 among metrics for time-series.

https://dacon.io/competitions/official/235624/data
https://github.com/saurf4ng/TaPR
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Competition result

Public Ranking Final Ranking

For 30% of test data For 100% of test data
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https://github.com/icsdataset/hai

https://dacon.io/competitions/official/235624/

overview/description

https://dacon.io/competitions/official/235757/

overview/description

https://github.com/icsdataset/hai
https://dacon.io/competitions/official/235624/overview/description
https://dacon.io/competitions/official/235757/overview/description
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